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Globalization’s Bastards: Illegitimate 
Non-State Actors in International Law 


NEAL A. POLLARD 


The international system has great difficulty in dealing with 
illegitimate non-state actors such as transnational terrorist groups 
and organized crime syndicates. This is due to two main factors: the 
quality and quantity of influence these illegitimate actors have 
obtained in an era of globalization, and the fact that international 
law considers only individual criminals and terrorists as subjects, 
rather than the entire illegitimate enterprise, and does not 
adequately link individuals, enterprises and states to more nuanced 
and complex forms of sponsorship of illegal activities. This work 
offers an outline for tools that should be embedded in the fabric of 
international law and agreements, to sustain credibility against 
illegal non-state actors, to hold accountable sponsors of illegality 
and to reinforce the legitimacy of globalization. 


“They are the enemies of the whole world. If you ask where their country is, 
they point to the far-off horizon.” 


British agent Herbert Edwardes, 
on inhabitants of Pakistan’s tribal 
lands, 1847, 


“Tt wasn’t until after September 11 that most of us realized that, for the first 
time in human history, a non-state actor, a group of religious extremists at the 
very bottom of the international system, had the capability to inflict 
devastating damage on the very pinnacle of the international system.” 


Dr. Coit Blacker, Director 
Stanford Institute for International Studies 
New York Times, Apr. 5, 2004 


PREFACE 


Some argued that the terrorism of 11 September 2001 was the death knell for 
globalization. With some distance from that date, others have argued that 
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terrorism has hijacked or otherwise co-opted globalization, as though 
terrorism were an external force. Neither argument is totally accurate: 
modern terrorism is globalization, albeit a parasitic (and paradoxical) dark 
side of it, and we in the midst of the first war of globalization. International 
law has an important role to play in this war, but it will be ineffectual until it 
is adapted to the nature of this war and the enemy of globalization: 
transnational agendas of extremist religious authoritarianism, such as 
propagated by Al Qaeda. 

A transnational terrorist group such as Al Qaeda is the quintessential 
illegal non-state actor in the international system. But despite a clear 
consensus among states on the desirability to eradicate illegal non-state actors 
and their influences, the international system has great difficulty in dealing 
with illegitimate non-state actors. This is due to two main factors: the quality 
and quantity of power these illegitimate actors have obtained in an era of 
globalization, and the fact that international law considers only individual 
criminals and terrorists as subjects, rather than the entire illegitimate 
enterprise, and does not adequately link individuals and enterprises to more 
nuanced and complex forms of state sponsorship. 

These factors might be mitigated by considering insights from how 
international law deals with ‘globalized’ multi-national corporations and non- 
governmental organizations as subjects, and applying these insights to 
international procedures that deal with their illegitimate counterparts as entire 
enterprises rather than specific individuals. However, insights alone will not 
prepare the international system better to deal with illegal non-state actors. 
Rather, these insights must be a foundation, built upon to inform and equip 
international law with new tools to counter the influence of illegal non-state 
actors on the international system. 

These new tools of international law should reflect a more sophisticated 
understanding of modern terrorism as an enterprise, as well as its influence on 
the international system. These tools should also embrace a more complex 
(and courageous) understanding of state sponsorship of terrorism. Finally, 
these tools must be embedded in the fabric of globalization: that is, in the 
world’s international agreements and legal instruments, used as part of the 
incentive structure that gives meaning, force and accountability to the words 
of international law. 


INTRODUCTION 


International actors — states, non-governmental organizations, multi-national 
corporations and transnational terrorist groups — seek to influence outcomes in 
the international system, by wielding economic, political, diplomatic, social 
and occasionally military tools. The use of these tools in the international 
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system is governed by international law, an amorphous corpus of normative 
expressions, standards, principles, institutions, procedures and written 
agreements by which states agree to abide (in theory, if not in practice). 

International law today is seeking to accommodate the forces and actors 
behind globalization and their influence on the international system. 
Traditionally, international law has been seen as the law made by states to 
govern relations between and among them. Non-state actors are not governed 
by international law unless states have explicitly made them the subject of law 
between states. Nevertheless, an undeniable characteristic of globalization has 
been the effects that non-state actors on the international system, and the 
recognition among states that international law must understand the actions and 
interactions of non-state actors, if not explicitly recognize them as subject of 
international law. This recognition is especially apparent in the field of human 
rights, and indeed, international law even accords individual human beings 
status and standing before some international institutions, offering them 
protection before courts of human rights, or punishment before international 
tribunals. 

Modern political violence presents perhaps the greatest challenge of 
globalization for international law to accommodate. This challenge is 
primarily one of understanding the relationship between power and violence, 
and the use of both by international actors. To be sure, war predates the 
modern international system, which traces its origins to the end of the Thirty 
Years’ War in 1648. But even war itself has been affected by globalization. 
This was apparent on 11 September 2001, as transnational terrorism 
manifested itself as the dark side of globalization, prompting the United States 
to wage war against a non-state entity.’ 

War is still a continuation of politics by other means, to paraphrase 
Clausewitz. But globalization has changed the global distribution of effective 
power that underlies, among other things, the ability to wage war effectively. 
If international law is to moderate the behavior of actors within the 
international system, it must be able to identify and affect how actors wield 
power — including political violence — to influence outcomes in the 
international system. If international law seeks to have some beneficial 
influence over political violence — an objective that lies at the very heart of the 
most important international institutions, including the United Nations — then 
it must understand the relationship among power, violence, and the pursuit of 
interests in the international system. 

Many authors have described a ‘power shift’ occurring, in which the role 
and authority of the sovereign state is being challenged by non-state actors — 
multi-national corporations, non-governmental organizations, etc. — and 
effective power to influence outcomes in the international system is ‘shifting’ 
to these non-state actors.? A ‘power shift’ in the international system is not 
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a new notion: its modern characterization was well described at least as far 
back as 1977 by the noted scholar Hedley Bull, and it has been a general but 
recurrent theme of international political discourse since 1648, with the rise of 
the sovereign state, and its evolution as the dominant arbiter of power in the 
world political system. Since the concept of private property was invented, the 
balance, exchange and even currency of ‘power’ in the international system 
have never been particularly stable. ‘Power’ is a slippery concept to qualify or 
quantify, even when a state has the unqualified power to destroy the world. 

Some observers have noted that the very character of ‘power’ itself — the 
ability and means to impose one’s will upon others (to paraphrase a 
Clausewitzian definition) — is changing, in addition to a ‘shifting’ 
distribution of it. The general debate over the extent and types of power 
and influence of non-state actors in international relations begs other 
important questions such as: Is this necessarily a bad thing? Are there more 
benefits than drawbacks from non-state actors wielding influence in the 
international arena? How can balances be struck in international law to 
regulate non-state actors and hold them accountable for negative 
consequences? And, how can states craft international law to maximize 
benefits of non-state actors’ participation in international relations, while 
minimizing negative benefits? 

These questions are fairly one-sided with respect to illegitimate non-state 
actors. Reasonable people disagree about the benefits or desirable limits of 
legitimate non-state actors’ participation in the international system (e.g. the 
ability or extent of multi-national corporations or non-governmental 
organization to influence outcomes in the international system). However, 
reasonable people, by definition, stand against the extremist agendas espoused 
by illegitimate non-state actors such as global organized crime syndicates or 
transnational terrorist campaigns. Nevertheless, international law has no easier 
time addressing illegitimate non-state actors and minimizing their influence 
on the international system. 

Terrorists are murderers, but as non-state actors, they are also a paradox. 
A hallmark of globalization has been for non-state actors to seek participatory 
roles in the international system, in order to influence outcomes in the system 
that benefit their interests (e.g. trade or investment agreements, tariff 
adjustments, international human rights policies, participatory status in UN 
bodies, treaties and international agreements, etc.). Terrorists such as Al 
Qaeda, as non-state actors, similarly seek to participate in the international 
system, but for the purposes of destroying it. Ironically, much of the potential 
power terrorists have to disrupt the international system is directly derived 
from that very system. It is at this nexus of both reliance and hostility that 
international law can minimize the influence terrorists have on the 
international system. 
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THE DARK SIDE OF GLOBALIZATION: MODERN TERRORISM 


Globalization has changed the character of potential power in the 
international system, to include the quality and ‘quantity’ of power that 
terrorists wield. The body of scholarship researching ‘power shifts’ in 
international relations has a pedigree spanning decades. So does scholarship 
researching the role of terrorism in international relations. The study of 
terrorism cohered into a field of inquiry in political science in the late 
1960s and early 1970s, when Palestinian airline hijackings, terrorist 
bombings and assassinations, and a keen international media guaranteed 
publicity for extremist agendas.* Terrorism had ‘globalized’ in a sense, if 
for no other reason, because terrorism in Germany could be viewed in 
American living rooms. However, terrorism was a phenomenon of political 
violence long before the 1970s, going back millennia. Sun Tzu, a Chinese 
military strategist living in the fourth century BCE, said ‘kill one, frighten 
ten thousand’. “Thug’, ‘assassin’, and ‘zealot’ are examples of names 
derived from terrorist movements from centuries ago. When people’s 
expectations are disappointed, the most extreme reaction can be violent. 
Today, dashed expectations can have dire effects on the international 
political system. 

The phenomenon of modern terrorism finds an intellectual place in the 
scholarship examining the influence of non-state actors (NSAs) on the 
international system. This scholarship generally separates NSAs into two 
types. The first type is comprised of corporate and financial actors with wealth 
considerations as a primary objective (e.g. multi-national corporations, or 
MNCs). These are the corporate entities whose operations span continents, 
and although their identity might seem peculiarly specific to one country (e.g. 
McDonalds or Sony), they are responsible for much of the international flow 
of capital; ‘in terms of economic power, transnational companies operate on a 
scale that is larger than that of most countries. At least a dozen transnational 
corporations have annual sales that are larger than the gross national products 
of more than half the states in the world.’* 

The second type is comprised of groups such as non-governmental 
organizations (NGOs, i.e. human rights, environmental or multi-national 
political organizations) that seek as a primary objective to influence political 
decisions of other actors in international relations. Joseph Nye described some 
of these groups as claiming to act as: 


a ‘global conscience’ representing broad public interests beyond the 
purview of individual states, or interests that states are wont to ignore. 
They develop new norms by directly pressing governments and business 
leaders to change policies, and indirectly by altering public perceptions 
of what governments and firms should be doing. 
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These two types of non-state actors do not represent a sharp distinction of 
classes, but rather a continuum.° On one end of the continuum are actors with 
self-serving motivations to promote the well-being of the group on one end 
of the continuum (e.g. financial growth and profits), while at the other end 
are epistemic communities and advocacy networks motivated by shared 
values and a perceived ‘common good’.’ There are also two schools of 
thought regarding the impact of NSAs on world politics: some ‘praise the 
emergence of a global transnational civil society ... while others denounce 
an increasing transnational capitalist hegemony’.’ Both views agree that 
NSAs exert an ‘extraordinary influence’ on outcomes in international 
politics.’ 

Every civil society has criminals, even a global transnational one. The 
two general types of NSAs described above also have analogous illegitimate 
elements: transnational criminal organizations focused on self-interest 
and financial gain (such as drug producers and traffickers, arms 
smugglers, racketeers, pirates and international money launderers) and 
transnational terrorist groups and movements that act as radical 
‘epistemic communities’ seeking to propagate by force a common 
version of extremist politics on behalf of a constituency that extends 
beyond the perpetrators themselves (e.g. Al Qaeda, Hizb’allah, Aum 
Shinrikyo, etc.). 

Transnational organized crime groups and terrorist movements are 
obviously non-state actors. They wield a considerable amount of power and 
influence international relations. Through activities including smuggling, 
bribery, robbery, coercion and violent attack on massive scales, they are able 
to negatively influence international politics. They foster corruption that 
results in market inefficiencies and decreases in free trade; proliferation of 
arms and weapons of mass destruction that results in regional instability and 
insurgency; destruction that causes humanitarian disasters, massive 
economic damage and capital flight; and money laundering and smuggling 
to finance and support all of these activities. The death, destruction and 
intimidation on such a massive scale causes governments fearful of more 
destruction to capitulate in foreign or domestic policy changes. In the worst 
case, such as Afghanistan, Iran or Russia, illegitimate NSAs can be 
instruments or directors of state policy themselves, thus making, if not 
influencing, state decisions. 

The engines of globalization — the information revolution, cheap and open 
intercontinental transportation, global 24-hour media, electronic finance 
infrastructure, increasing participation in international organizations, and 
liberalized trade and investment — have benefited legal and illegal 
non-state actors alike across the spectrum. Table 1 illustrates the 
continuum of international actors, their illegal counterparts and 
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TABLE 1 
INTERNATIONAL ACTORS IN THE GLOBALIZATION AGE 


Type of actor Legal actor Illegal actor 
State United Nations member ‘Rogue state’ 
Profit Multi-national corporation Transnational organized 
crime syndicate 
Policy Non-governmental Transnational terrorist group 
organization 
Technology/ Information revolution Cyber-terror/crime 
globalization nexus 
Global media Propaganda, al Jazeera 
Scientific collaboration Proliferation 
and development 
Electronic finance Money laundering 
Increased foreign investment Terror sponsorship 
and fundraising 
Cheap intercontinental travel Smuggling 
and transportation of goods 
Greater productivity 11 September 2001, Russian 


organized crime 


the technological nexus that provides them with resources to influence the 
international system. 

The forces behind globalization provide power to transnational terrorist 
and criminal organizations, and enable them to influence the international 
system. This has been a long time coming. Scholars have argued that the 
thirteenth-century equivalent of sovereign rulers authorized the use of force 
by private armies and mercenaries, in order to accumulate power and 
wealth.’ The unintended consequences of this privatization of international 
violence were the ancestors of today’s terrorist movements, private 
liberation armies, and pirates, against which thirteenth-century rulers 
struggled to regain their monopoly over violence.'' The Information 
Revolution is accelerating and exacerbating this 800-year-old trend, 
however: “Governments of all kinds will find their control slipping during 
the twenty-first century as information technology gradually spreads to the 
large majority of the world that still lacks phones, computers, and 
electricity.’ ”” 

The modern state retains this monopoly today (for now), but in 1977, the 
scholar Hedley Bull recognized the same shift in power that has pervaded 
international politics for centuries. More interesting, Bull foresaw the 
unprecedented convergence of a number of factors today that redefine the 
meaning, quality and global distribution of power and ability to influence 
outcomes. Bull described this shift as ‘new medievalism’, an alternative to 
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a state-centric ordering of world politics (and arguably evidence of the decline 
of the state system) defined by five characteristics: 


* regional integration of states (e.g. the European Union or Organization of 
American States); 

* the disintegration of states (e.g. the Soviet Union, Yugoslavia, and even the 
United Kingdom with political power in Northern Ireland and Scottish 
devolution); 

¢ the restoration of private international violence (in both terrorist 
movements, insurgencies, and private military companies and defense 
contractors representing major powers); 

* transnational organizations (MNCs, NGOs, the UN, etc.); and 

¢ the technological unification of the world (facilitated through advances in 
transportation, communications, financial structures, trade, etc.)."° 


Bull posits that the five elements of his ‘new medievalism’ world order 
model as evidence of the decline of states, in that they are ‘other associations’ 
(to use the medievalists’ expression) that are making inroads on the 
sovereignty and supremacy of a state over its territory, its citizens and its 
ability to decisively influence world politics.'* That is, these five elements are 
evidence of a fundamental shift in power toward NSAs, enabling to move to 
the ‘formal plane’. Although it is cliché (and of questionable causality) that 
these elements are the result of globalization, it is nonetheless clear that they 
are enabled and accelerated by the forces of globalization. It is the 
globalization of forces that have likewise resulted in power changing and 
shifting to illegitimate by-products of the ‘new medievalism’, especially in the 
privatization of violence and transnational organizations. If the threshold for 
something as profoundly expensive and dangerous as global war has been 
lowered sufficiently that non-state actors can meaningfully participate, then it 
stands to reason that the threshold has been similarly lowered for participation 
in other less expensive or dangerous international activities. Globalization has 
made this possible, and provides the engine for such participation. 

Globalization has been described and characterized variously as removal 
of national borders as a hindrance to, and increase in, the free flow among 
nations of economic trade and integration, personal contact and mass 
international communications, technology development and exchange, and 
political engagement and subscription to international organizations.’> For 
example, the US Defense Science Board defined globalization as ‘integration 
of the political, economic and cultural activities of geographically and/or 
nationally separated peoples.’'® Ironically, that definition could easily have 
come from a list of Al Qaeda’s objectives. It is ironic, because many scholars 
see terrorism such as Al Qaeda, as well as less violent activism such as that 
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displayed in Seattle and Genoa coinciding with WTO meetings, as negative 
reactions to the forces of globalizations, yet it is these forces that enable these 
malcontents to be so effective at influencing outcomes. 

Not all terrorist groups exploit globalization to influence the international 
system, nor have all terrorists sought this objective. Indeed, terrorism is a 
weapon of the weak, used by marginalized political elites who have 
(relatively) modest means, with traditionally modest (though extreme and 
violent) goals. Terrorism has generally consisted of predominantly strategic 
attacks by militant extremists who want to gain political relevance by 
exploiting a feeling of discontent among a larger population, but who feel 
unable to achieve their political goals through ordinary political, social, 
economic or conventional military means. 

From the First World War to the post-Cold War, after the dismantling of 
empires, anti-colonialist separatists exploited ethnic and nationalist discontent 
and dashed expectations, seething in repressive or impoverished conditions, to 
foment armed struggle that was geographically oriented toward a ‘homeland’ 
that had been colonized. This violence was mainly directed against the 
colonial powers. Indigenous extremists in former colonies, from Algeria to 
Palestine to Indochina, engaged in guerrilla campaigns for independence that, 
while still largely centered on geography that marked a ‘homeland’, also 
included urban terrorist attacks that sought to frighten a larger population 
beyond the immediate victims of the attacks, and even beyond the borders of 
the geographic locus. Thus, these groups demonstrated the publicity value of 
low-level violence aimed at noncombatants. 

Most of these groups calibrated their violence not to inflict too many 
casualties, so as not to undermine attempts to gain sympathy for their cause in 
the homeland and abroad. That apparent tendency persisted through the Cold 
War. Terrorist groups such as the Japanese Red Army, the Italian Red 
Brigades and the German Red Army Faction, supported by the Soviet Union, 
sought to spread Communist revolution beyond the borders of both the Soviet 
Union and the countries from which they came.'’? These groups found 
sympathetic, and often active, supporters with Communist and USSR-allied 
states as well as other terrorist groups in North Africa, Latin America, the 
Middle East and Southeast Asia — groups often engaged in ethno-nationalist 
or guerrilla campaigns that had taken on an ideological aspect to their 
manifestos (for example, the Marxist-Leninist Armenian Secret Army 
for the Liberation of Armenia, the Maoist Shining Path in Peru, or the 
Marxist-Leninist Popular Front for the Liberation of Palestine operating 
in the Middle East).'* However, casualties were still usually measured in ones 
or tens of victims, not hundreds. To paraphrase Brian Jenkins’s 
famous dictum, terrorists wanted a lot of people watching, not a lot of 
people dead.'° 


Downloaded by [University of Pennsylvania] at 08:04 14 May 2016 


GLOBALIZATION’S BASTARDS 219 


Modern terrorism’s blend of globalized operations and_ religious 
extremism has yielded a trend of increasing lethality, well beyond the 
effects of the ideological terrorist groups of the Cold War. Terrorism 
became truly global, both in agenda and operations, during the 1970s and 
1980s, at height of the Cold War, driven by the advent of cheap 
commercial intercontinental airline travel and international communi- 
cations.”° Not coincidentally, cheap intercontinental travel and international 
communications are two of the engines driving globalization. Bruce 
Hoffman has argued that these two engines of globalization gave birth to 
the modern age of terrorism on 22 July 1968. On that date, terrorists of the 
Popular Front for the Liberation of Palestine (PFLP) hijacked an El Al 
flight from Rome to Tel Aviv. Although this was not the first hijacking, it 
was unprecedented because of a number of its purposes, including trading 
the hostages for Palestinian prisoners, specifically targeting an Israeli air 
carrier, forcing Israel to communicate directly with a terrorist organization 
(to the contrary of Israeli policy), and with the specific aim to create an 
international media event.*! As Hoffman notes, Zehdi LabibTerzi, the 
Palestine Liberation Organization’s chief observer at the UN, said in a 1976 
interview, ‘The first several hijackings aroused the consciousness of the 
world and awakened the media and world opinion much more — and more 
effectively — than 20 years of pleading at the United Nations.’ Terrorist 
groups that were concerned with more than territorial influence 
found international air travel and the global media as effective means to 
spread a message of political violence beyond the borders of their home 
countries. 

“Transnationality’ has proved to be a powerful enabler of a lethal terrorist 
campaign. Modern terrorism has evolved to be transnational in scope, reach 
and presence, and this gives it much of its power. Terrorism has a transnational 
scope, meaning its agenda and goals focus far beyond a parcel of land in a 
former colony. Animal rights activists coordinate across continents to disrupt 
or attack multinational corporations that deal in some way with animals. 
Al Qaeda and Osama bin Laden seem to want nothing less than a global 
holy war against the West, or at very least, the disruption of several Islamic 
states from North Africa to the Pacific Rim. This breadth of scope enables 
terrorists to justify — and plan — international operations wherever they see an 
opportunity, in support of an agenda that spans (and finds adherents across) 
continents, cultures and even generations. 

Terrorism is transnational in reach, meaning its organizations and 
operations are dispersed across several continents, in ‘networks’ of cells rather 
than in hierarchical divisions with clear chains of command. Members of an 
international group can cross borders fluidly from one cell of the organization 
to another on a different continent, sometimes directed by a single 
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coordinating leader or cell (in the case of Osama bin Laden or Shoko Asahara 
of Aum Shinrikyo), or sometimes organized by cells closer to the operations 
(in the case of Mohammed Atta, thought to be the mastermind of the airplane 
attacks of 11 September). This transnational reach gives terrorists access to 
targets worldwide, rather than limiting terrorists to targets in one geographical 
location where security forces can mass. Furthermore, transnational reach 
enables several decisions to be made at different levels and nodes across the 
world, and makes for a more robust and adaptable planning system — if 
counterterrorism forces act in a way that disrupts an organization’s planned 
operations, both the figurehead of the group and the dispersed operational cells 
can independently adjust to react to security forces without disrupting the 
overall campaign plan (for example, if it becomes impossible to bomb an 
embassy in Country X, then bomb one in Country Y). Operational security is 
further enhanced by the possibility that many terrorists know of the existence 
only of very few other cells with which they directly interact. Arrests and 
disrupted plots in April 2004 in Canada, London, France and Madrid illustrate 
that there are probably several efforts, parallel to the Madrid rail bombings of 
11 March 2004, that are independent of any ‘central command’ or common 
tactical planning, but which espouse the same Al Qaeda agenda and robust 
operational code. 

Modern terrorism is transnational in presence, meaning it has a support 
structure anywhere a modicum of ‘safe harbor’ can be found, whether it be a 
state that supports training camps within its borders (as with Libya and south 
Lebanon), or networks of transnational organized crime or narcotics 
traffickers who offer secure transshipment routes (used profitably and thus 
securely for smuggling, communications or money laundering and 
transferring) in exchange for money, arms or security from terrorists (as is 
often seen in regions such as the Presevo Valley of Kosovo, where local 
governments lack the power or will to prevent transnational organized crime 
and trafficking). Transnational presence means terrorists can procure 
resources or secure logistics wherever there is a vacuum of law and order, 
or linkages with transnational criminal networks. 

Religious extremism is the second ingredient in modern terrorism; the 
growth and virulence of religious terrorism in recent years has been a driving 
force behind the increasing lethality of terrorism.” In the 1980s and 1990s, the 
bipolar ideological struggle of the Cold War began to dissolve.™* In its wake 
came a multi-polar cacophony of religious extremism that provided 
increasingly radical motivations for terrorism.** Many of the terrorist groups 
that dominated the headlines during the 1970s and 1980s, including the 
Palestine Liberation Organization (PLO) and Irish Republican Army (IRA), 
had agendas with strong religious components. However, these groups were 
driven more by ethno-nationalist, geographically oriented motivations, of 
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which religion was one defining factor; similar to the ethno-nationalist 
separatists, ideological groups demonstrated a desire to calibrate their 
violence so as not to alienate potential sympathizers to the international 
Communist cause.*° The 1979 Islamic revolution in Iran was the herald of an 
evolving extremism that sought religious goals for the sake of religion, and 
was not confined to geographic loci.*” Indeed, much as the Soviet Union 
sought to export Communist revolution worldwide, the Iranian Islamic 
government adopted as a pillar of foreign policy the global export of Islamic 
revolution. Terrorist groups like Hizb’ allah in Lebanon, which arguably began 
with geographic goals, became tools of states’ foreign policy operating (and 
attacking) worldwide.** 

Religious extremism has combined with globalized operations and 
increasing lethality to bring us to where we are today: engaged in a war of 
globalization. It is important to note that the virulence of religious extremism 
derives from an extremist reaction to globalization, rather than any element 
unique to Islam or any other specific religion. Although modern terrorism is 
dominated by religion; it has never been restricted to Islamic extremists. 
Today, all of the world’s major religions have provided motivations for purely 
religious terrorism: from the Christian Identity movement in the United States 
to the right-wing Jewish fundamentalism that took the life of Israeli Prime 
Minister Yitzhak Rabin.* Indeed, until the nineteenth century, religion 
provided the only justification for terrorism.*® In addition, cults espousing 
obscure religious practices have embarked on terrorist campaigns: notably, the 
Bhagwan Shree Rajneesh cult in Oregon in 1984,*! and Aum Shinrikyo, the 
terrorist group responsible for the first major act of ‘apocalyptic’ terrorism 
using sarin nerve gas.* Al Qaeda’s brand of anti-globalization 
apocalyptic fundamentalism — which probably has more in common with 
Aum Shinrikyo’s agenda than that of Hamas — combined with the modern 
non-state actor’s ability to exploit globalization, has plunged the world 
into war. 

Former Director of Central Intelligence R. James Woolsey and Professor 
Elliot Cohen of the Johns Hopkins School of Advanced International Studies 
have described this war of globalization as World War IV:** a more 
appropriate description of the current war than ‘war against terrorism’.™* 
Woolsey characterized this as a war against ideals — freedom of speech, 
freedom of religion, economic freedom, equal treatment of women — ‘these 
people don’t hate us for what we’ve done wrong. They hate us for what we’ ve 
done right.’*° 

As all three previous world wars were about ideals — freedom and progress 
versus tyranny and authoritarianism — so is this war about ideals. It is different 
from the Cold War in that it is not capitalist democracy vs totalitarian 
communism, but rather democracy, free trade and cultural openness vs 
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authoritarianism, fundamentalism and insular societies. John Arquilla and 
David Ronfeldt, referring to this war as a ‘netwar’, draw the cleavage of ideals 
in this struggle, quoting Jeremy Rifkin’s description as a war ‘between an 
emerging global civilization of the 21st century and a xenophobic religious 
fanaticism of the 14th century (or earlier). Osama bin Laden and his cohorts 
are tribal, medieval, absolutist, and messianic.’*° 

At heart, this war of globalization is a fight for credibility. Consistent with 
a war of ideals, the war against terrorism has been characterized as a ‘war of 
ideas’. This implies then the war is a fight to gain adherents to ideas. Ideas are 
spread through various modes of communication: this is the essence of 
terrorism, which has been described as ‘propaganda of the deed’.*’ In his book 
The Paradox of American Power, Joseph Nye describes the relation of 
information to power (‘soft’ and ‘hard’ power) in world politics and the 


2.38 


“paradox of plenty’: 


A plentitude of information leads to a poverty of attention. When we are 
overwhelmed with the volume of information confronting us, it is hard 
to know what to focus on. Attention rather than information becomes the 
scarce resource, and those who can distinguish valuable signals from 
white noise gain power. Editors, filters, and cue givers become more in 
demand, and this is a source of power for those who can tell us where to 
focus our attention...Among editors and cue givers, credibility is the 
crucial resource and an important source of power. 


As Nye argues, politics is now a contest of competitive credibility. This 
presents a formidable struggle for those who would fight against terrorists that 
exploit globalization. Terrorism was born as a violent way to focus attention 
on issues to which the world’s elite were otherwise not paying attention: this is 
the point of ‘propaganda by the deed’*’ and the essence of Terzi’s statement 
above. Terrorists have always been masters at information, information 
technology is at the heart of both modern terrorism and globalization, and the 
current war of globalization is about focusing attention on (and forcing) the 
choice between two ideal systems: globalization and ‘xenophobic religious 
fanaticism’. Masters of information such as editors and terrorists increase in 
importance because they have (or least fight violently for the impression of) 
credibility, and ‘soft’ power rests on credibility. Soft power is becoming more 
important with respect to ‘hard’ coercive power as credibility becomes a key 
power resource for both governments and non-state actors.*° The challenge 
to globalizing states is this: ‘as soft power becomes more important in 
an information age, it is the domain where nongovernmental organizations 
and networks are poised to compete because it is their major power 
resource’ ..*! 
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This has the potential to conjoin the levels at which states and terrorist 
movements influence the international system: 


foreign policy will not be the sole province of governments. Both 
individuals and private organizations ... will be empowered to play 
direct roles in world politics. The spread of information will mean that 
power will be more widely distributed ... The speed of Internet time 
means that all governments ... will enjoy fewer degrees of freedom 
before they must respond to events, and then will have to share the stage 
with more actors.” 


Arguably, the next evolutionary stage of transnational terrorism — and the 
next defeat in the war of globalization — is the ability of terrorist campaigns to 
influence the international system by participating on a more formal plane of 
international politics. Professor Philippe Sands has argued that the influence of 
NSAs is nothing new. What is a critical change, in his opinion, is 


the involvement of non-state actors. ..moving from the informal plane to 
the formal plane. There is a tremendous struggle currently taking place 
to find ways in which non-state actors can find ways to express their 
views formally whether through participation in international 
negotiations, or through access to international courts and tribunals.” 


Terrorists sought this kind of formal participation for at least the past thirty 
years, from Yasir Arafat addressing the world from the floor of the UN 
General Assembly (wearing an empty gun holster), to political parties 
evolving into political powerholders (e.g. IRA to Sinn Féin or PLO to the 
Palestinian Authority). 

Soft power derived from globalization might provide terrorists with the 
tools and capabilities to force their own access to the ‘formal plane’ of 
international politics. The wardens of this “formal plane’ (i.e., states, through 
the international system) must proactively adapt to this potential eventuality, 
before it becomes a fait accompli. Both soft power and international law rest 
on credibility, and international law and international agreements offer a 
potential mechanism to counter apparent shifts in the aggregation and use of 
soft power in the hands of illegitimate non-state actors. 


INFLUENCING INTERNATIONAL OUTCOMES: BATTLES OF 
CREDIBILITY IN THE WAR OF GLOBALIZATION 


Probably the most ‘formal’ plane of international relations at which NSAs and 
states can interact is the international legal plane: that level of norms and 
customs as described in the introduction to this article. At this level, the war of 
globalization is still a struggle for credibility. Credibility is still a struggle to 
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serve as the most authoritative ‘cue giver’ of information to constituencies. 
However, credibility at this level of interaction is also translating that 
credibility into political affirmation and support from those constituencies: in 
other words, legitimacy, as a political expression of a constituency’s consent 
(or lack of power to object) to governance. 

Scholars have worked to explain how NSAs influence outcomes in world 
politics. In the context of international conditions, there is an argument that 
the ability to influence world politics is not contingent on the cooperation or 
complacency of states, even for legitimate NSAs. This is clearly argued in 
Nye’s theory of the aggregation of soft power among NSAs in the information 
age. Furthermore, scholars have argued that the history of human rights non- 
governmental organizations does not provide evidence that NSAs must first 
convince and gain the advocacy of states before they can influence 
international outcomes and decisions.“* 

The international system and component states consider transnational 
terrorist and criminal networks as illegitimate. These illegitimate NSAs 
generally do not take issue with this perspective: on the contrary, illegitimate 
NSAs such as terrorist groups a priori acknowledge their hostile relationship 
with legitimate powers and states, and do not expect to gain their advocacy 
through normal, legitimate means. Terrorist groups outright reject the status 
quo of the international system — and thus, its very claim to legitimacy — and 
seek to replace it with political structures they deem are more legitimate and 
consistent with their worldview and values. On the other hand, transnational 
criminal groups enjoy the world order status quo, thriving in its weaknesses 
and seeking to exploit and expand those weaknesses. Both types of networks 
do seek to influence world politics to further their objectives, and they do so by 
engaging states as well as international institutions. 

Transnational criminal networks seek to influence outcomes in order to 
maximize their bottom lines, similar in purpose (and sometime means) to 
multinational corporations. This affects international politics to the extent 
these groups view and use political influence as a capital asset. These groups, 
the multi-national corporations of the illegitimate world, have their legal 
analogies. There are numerous examples of multinational corporate or 
financial actors that have wielded political influence as a capital asset to 
further the financial (and possibly, but coincidentally, political) objectives of 
their shareholders.** The illegitimate modern-day equivalents to this are 
transnational criminal networks such as the Triads, Yakuza, Balkan smugglers 
and slave-traders, pirates and drug runners in the Pacific Rim, the Russian 
organized crime establishment, etc. 

A significant asset of criminal networks is access through official 
corruption. Corruption is the domestic problem it has always been for many 
countries. However, governments that are more corrupt or less transparent to 
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participants of globalization (e.g. foreign direct investment, migration of 
workers, technological development, etc.) are less credible in the international 
system, hobbling them from taking equal advantage of globalization. 
In addition to hindering the participation of host states in globalization, some 
transnational criminal networks command such vast resources that they can 
purchase political power and use it as a capital asset to affect directly the 
policies of nations and international organizations toward their interests. 
However, this is done subtly: as in political lobbying, to call outright attention 
to such influence is to lessen its effect. 

On the other hand, terrorism seeks to call attention to itself, but also 
directly engages states and international institutions, whether it is Yasir Arafat 
on the floor of the UN, Carlos the Jackal holding OPEC ministers hostage, 
Osama bin Laden using al Jazeera to solicit transnational networks of 
insurgency, or the Italian Red Brigades ‘striking at the heart of the state’ to 
effect international Communist revolution. Terrorist campaigns reject the 
legitimacy of the existing state order, and directly target states and legitimate 
international institutions (especially trade-oriented entities like the World 
Trade Organization, the World Bank and OPEC) in order to gain currency in 
world politics and change the international order. 

Terrorists conduct international discourse with a mind to domestic 
conditions, and vice versa. Even global movements such as Al Qaeda work 
to influence international outcomes through domestic conditions. Scholars 
have characterized this phenomenon: ‘In order to affect policies, 
transnational actors have to overcome two hurdles. First, they have to 
gain access to the political system of their ‘target state’. Second, they must 
generate and/or contribute to ‘winning’ policy coalitions in order to change 
decisions in the desired direction.’“° Terrorist organizations, who use the 
term ‘target state’ literally, operate to force both access and subscription to a 
coalition, mainly through the use of fear caused by violence. This has been 
conclusively demonstrated — in both cause and effect — by the rail 
bombings in Madrid in March 2004, and the subsequent change in the 
Spanish government and its announced withdrawal from the military 
coalition in Iraq. 

Terrorist movements are also playing to another domestic audience: their 
perceived constituency, which can range from the simple set of cult members 
to the entire world membership of a specific religion. In this constituency 
terrorist elites find their pretense for political leadership, rationale for 
violence, source of recruits, and quite often, significant sponsorship in the 
form of succor, financial support, weapons and even real estate for training 
camps. Across the various types of potential support (even real estate), state 
assent is neither presumed nor necessary for groups to be effective in 
exploiting these resources, and even affecting the state host of a constituency 
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by provoking political pressure on a state, if not posing the threat of gaining 
more ‘credibility’ than the state government itself. 

The use of fear and violence in such a strategy implies an objective that the 
state will ‘act’ on behalf of the non-state actor to influence outcomes in the 
international system. There are different forms of ‘action’, from direct 
sponsorship to acquiescence in the face of fear or political pressure. However, 
despite their means, terrorist groups seek to influence international outcomes 
much in the same way as human rights groups and other NGOs. Scholars such 
as Aryeh Neier do not think of NGOs as 


alternatives to state actors because ... they try to ... influence state 
actors. They are not competitors [to states], but can only prevail in their 
cause if the can persuade or influence the states to act in a certain way... 
They are a force acting in what they presumably consider to be the 
public interest, rather than in their own self-interest.*’ 


Similarly, nationalist terrorist groups such as Hizb’ allah, Hamas, the PLO, 
the IRA, Basque separatists, Colombian narco-terrorists, etc., all purport to 
represent some kind of constituency, and seek to influence states and gain 
political power and eventually legitimacy, sometimes at a zero-sum expense 
of a particular state. Even transcendental groups like Aum Shinrikyo and 
Al Qaeda — that is, groups whose agenda and objectives transcend a 
geographic area like Northern Ireland, Spain, or Palestine — purport to 
represent a constituency, even if that constituency is defined and united by 
common values and beliefs (however bizarre or alien to the ‘mainstream’). 
Indeed, until the advent of these transcendental terrorist groups, the common 
belief was — as stated above — that terrorists moderated their violence out of 
concern of alienating members of their constituency. This phenomenon 
contributes to the fagade of credibility, and indeed does provide tools to ‘give 
cues’ by focusing attention through violence. 

The concern today is that a global transcendental jihad can still focus on 
domestic conditions (regardless of whether the jihad appeals to bored Saudi 
youths, impoverished Palestinian refugees, Kosovar orphans, Indonesian 
insurgents or disaffected American prison youth), thus gain credibility by 
appealing across cultures and generations. This phenomenon can in effect 
co-opt the role of the state, allowing an international sub-system in which 
terrorist groups eventually gain access to more formal planes of 
international relations. 

To minimize the influence of illegitimate NSAs on the international 
system, the international system must certainly promote the role of the 
state in countering transnational terrorism, preventing such a role from 
being co-opted. This strategy can be undermined by state sponsors 
themselves. Certain (rogue) states have also played negative roles in 
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the promotion of transnational terrorism. To minimize the influence of 
terrorism, the international system also must better recognize the role of 
the transnational terrorist enterprise and its constituent participants and 
processes within international politics. One of these constituent participants 
is the state sponsor — a term far too simplified in international law 
and diplomacy. Thus, a key to minimizing the influence of terrorism is not 
more bilateral international agreements on what to do with Carlos the Jackal 
or Osama bin Laden. The key is accountability for sponsorship embedded 
in international law. 


OBJECTS OF INTERNATIONAL LAWLESSNESS: ACCOUNTABILITY IN 
THE WAR OF GLOBALIZATION 


Since the earliest international conventions against hijacking, international 
agreements have notoriously been weak in combating terrorism, and the law 
enforcement and intelligence services of multiple countries collaborate at 
best in an ad hoc, event-driven fashion. International agreements have not 
realistically increased in strength against modern terrorism, but the influence 
of illegitimate NSAs has increased over the past few decades. This 
underscores the need for international law to consider illegitimate NSAs 
differently. The current shortcoming in international law is two- 
dimensional: first, it ought to consider networks of illegitimate operators 
as a transnational enterprise, rather than loosely affiliated individuals. 
Second, it ought to couple this consideration with measures to reduce states’ 
support to, and influences by, these networks (e.g. the state as supporter of 
terrorism, or the state as dominated or corrupted by criminal networks). 
These measures include embedding tools for accountability into the fabric 
of international law and agreements, as well as exploiting opportunities to 
use international law to counter attempts at legitimacy and credibility by 
illegal non-state actors. 

Transnational terrorism first evolved by taking advantage of two main 
engines of globalization: cheap intercontinental travel, and advances in 
information and communication technology. In addition to the advantages of 
globalization, transnationalism empowers terrorism and criminal networks in 
that states are not transnational. Criminal and terrorist networks cross several 
borders and jurisdictions, frustrating international agreements, bureaucratic 
boundaries, and institutional philosophies, all of which are much slower to 
adapt than is a distributed, networked entity like a terrorist group. Similarly, 
international law is having enough trouble catching up with legal NSAs’ 
accession to the ‘formal plane’. International law is struggling to 
accommodate the international influence of /egitimate non-state actors as 
enterprises, (not individual CEOs or non-profit directors). Yet legally, 
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the illegitimate counterparts of NSAs are still considered to be individual 
criminals, rather than transnational networked enterprises of various 
participants and processes. 

If they are not subjects of international law, transnational terrorist 
enterprises certainly implicate it. Transnational terrorists and criminals can be 
acting in violation of customary law, or they can be committing crimes defined 
in treaty. Crimes such as piracy and slave trading have long been recognized 
under customary international law, as have war crimes (certainly the Bush 
administration views some terrorists as unlawful combatants). Some acts of 
international terrorism arguably would fall under such crimes as to be subject 
to universal jurisdiction. Furthermore, many of the crimes that support 
terrorism — hijacking, kidnapping, hostage-taking and attacks on diplomats — 
are defined and proscribed by a variety international antiterrorism 
conventions. Many of these treaty crimes enjoy such widespread acceptance 
and opinion juris that they are considered to be part of customary law. 
However, critical support activities such as financing, weapons proliferation, 
recruitment or providing real estate for training camps at best implicate 
different areas of customary law, if any. 

Terrorism’s proximity to armed conflict might bring it conceptually closer 
to the law of nations, in that nations traditionally have enjoyed an absolute 
supremacy on the use of armed force. On the other hand, the crimes committed 
by transnational criminal networks — theft, smuggling, narcotics, etc. — would 
not raise the attention of the international community were it not for their 
transnational scope, the massive amount of resources involved and the resulting 
effect on international politics. This is reflected in an increasingly important 
area of international criminal law: the extent to which it can prosecute crimes 
under municipal law that have transnational implications, and what this means 
for the institutions and procedures involved in enforcement and prosecution of 
these crimes when municipal courts are too weak, corrupt or unavailable. 
Although this is analytically distinct from international law that rests on 
customary law or treaty, there is a considerable overlap, especially when 
international institutions such as Interpol are involved in their enforcement, or 
when domestic officers are deployed internationally to enforce laws (such as 
FBI legal attachés conducting investigations abroad). 

The result of this nature of international law is that terrorist and criminal 
networks are prosecuted as individuals acting in violation of municipal and 
(only occasionally) international law proscribing specific terrorist acts 
(usually the violent acts themselves, rather than support activities). This would 
probably be sufficient, except that terrorism networks are clearly greater, and 
have more influence, than the sum of their parts. Furthermore, the role of state 
support is dealt with separately in both customary law and treaty. Thus, efforts 
to target individuals in law are not as effective as efforts to target the enterprise 
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as a whole, and do not reach their sponsor states. This weakness is confirmed 
in discussions of how international law should regard and accommodate legal 
NSAs: multinational corporations and non-governmental organizations are 
not considered as individuals acting in tandem, but rather as enterprises and 
aggregate actions of individuals. 

Even to the extent international law can reach an individual, crimes under 
international customary law or treaty placed responsibility on the individual, 
but were prosecuted in national courts in the absence of an international court 
with jurisdiction. The advent of the International Criminal Court may change 
this historical fact, certainly for crimes of terrorism, and possibly for 
financially oriented organized crime when its networks and effects are of 
sufficient transnational scope. This would go far toward overcoming obstacles 
in prosecuting illegitimate NSAs and reducing their influence. These obstacles 
have historically included corruption in national legal systems for punishing 
organized crime, ‘political offense’ exceptions for extraditing terrorists, and 
the element of fear in prosecuting both. It would not, however, bring 
international law any further toward considering transnational terrorist and 
criminal networks as enterprises that systemically affect international 
outcomes, nor would it touch on accountability for state sponsors. 

The illegitimacy of terrorist and criminal networks is illustrated by 
international efforts in law and agreements among states to minimize these 
actors’ influence in international relations. They are illegitimate because 
states’ consensus casts them as such in the international domain (which is 
governed by law made by states). It is a genuine point of debate the extent to 
which lawful NSAs ought to be seen as partners alongside states in 
international politics, and the debate frequently focuses on the amount and 
methods of access NSAs actually, and ought to, have on international 
outcomes. By contrast, the normative discussion of illegitimate NSAs’ role in 
international politics is not subject to dispute: the overwhelming consensus 
among states is that they should have no role. Both normative and positivist 
principles of international law would agree that illegitimate NSAs are to be 
eliminated from international politics. The real issue of illegitimate NSAs as 
objects of international law is what tools and effect can international law have 
in reaching illegitimate NSAs and reducing their influence. This is especially 
important if one considers international law as a necessary compensation for 
weaknesses in respective states’ municipal law for prosecuting illegitimate 
NSAs. One reason underlying past failures of municipal law is the role the 
state plays in supporting terrorist campaigns, from acquiescence in fear to 
direct sponsorship. 

If the international system is to minimize the influence of illegitimate 
NSAs more effectively, international law must more adequately link 
individual terrorists to the whole enterprise, including other critical 
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participants and processes such as sponsorship and resources. States are 
limited in their ability to influence non-state actors, or to limit those actors’ 
influence on the behavior of states. The primary way states try to do this is 
through municipal law and international agreements to counter the effects of 
crime and terrorism. This is what casts such actors as ‘illegal’ non-state actors. 
But that designation begs the question, illegal according to whose law or 
definition? If a terrorist group gains power and subsidy from a rogue state, 
or a criminal group pressures a host state to legalize its activities, the notion of 
‘legal’ becomes murky from a municipal law perspective. Notions of 
legitimacy are perhaps easier to grasp. 

The legitimacy of a non-state actor in the international system (especially 
the international legal system) turns on accountability. As discussed earlier, 
illegal NSAs seek access and influence in different modes than via legitimacy, 
e.g. through credibility and coercion. Accountability — that is, the ability of 
legal or other controlling authorities to hold them responsible for the negative 
consequences of their actions and force them to absorb the costs themselves — 
is what indeed defines illegal NSAs. Accountability is central to addressing the 
influence and activities of illegal NSAs. 

Loss of accountability and control over NSAs has direct implications for 
international law: once accountability over a legal NSA reaches zero and 
states lose the ability to control the operations of NSAs, ‘the only way to 
effectively control these non-state actors is through coordinated efforts in 
multilateral fora’ .*° This, however, has not worked very well for illegal NSAs, 
primarily because holding an individual accountable does not hold the 
enterprise accountable, nor does it necessarily diminish its influence, 
especially when that enterprise is a network greater than the sum of its parts, 
and might even directly involve state support. 

This is not to say accountability is impossible, however. To consider the 
enterprise of a non-state actor (criminal or legit), one must begin by 
considering the underlying organizational processes and participants — 
leadership, management, recruitment, training, planning, resources, sponsor- 
ship, etc. This enterprise-wide approach is applied in law to legitimate 
non-state actors, but not as well to their illegitimate counterparts. 
The development, coordination and application of resources and leadership 
described above are the products of decisions. Thus, there are a number of 
decision points in a terrorist campaign at which leaders and sponsors can be 
credibly held accountable, for example, for decisions to escalate the lethality 
or scope of a given terrorist campaign, or to provide specific types of support. 

To wit: when considering the impact of multinational corporations or 
nongovernmental organizations, international law considers the influences 
from the various relationships among capital investments and transfers, market 
strategies, interaction or advocacy with trade pacts or agreements, lobbying 
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efforts, nationality of the corporate headquarters and principal places of 
business, revenues, cultural influences, policy positions, etc. — i.e. factors well 
beyond Microsoft chairman Bill Gates or Amnesty International Secretary 
General Irene Khan. Yet it is usually individuals (especially terrorist leaders or 
crime bosses) that are sought as the ‘heads’ of organizations whose prosecution 
would bring about the fall of the organization. However, it is also the “foot 
soldier’ who is arrested as he is caught traveling across borders with contraband 
or explosives, and who have actually been responsible for planning the 
operation. It is the individual involved in illegitimate NSAs that is the primary 
object of international law. This is in contrast to legal NSAs, over which 
the debate focuses on how they as enterprises (not individuals) influence the 
international system, and thus ought to be considered in international law. 

The strength of municipal law, and the role of international law and 
agreements, all can be strengthened by ingraining in these laws and agreements 
a more refined notion of sponsorship, and linking these notions directly to 
tools of accountability and enforcement. Notions of state sponsorship are 
hopelessly outdated, do not reflect the sponsorship needs of modern terrorism, 
and lack an appreciation of the complexity of sponsorship available to terrorist 
campaigns. The US State Department still maintains a list of seven state 
sponsors of terrorism: Cuba, Iran, Iraq, Libya, North Korea, Sudan and Syria.*° 
Al Qaeda’s patron state Afghanistan, which provided Al Qaeda with the real 
estate necessary to develop its effective training capability, has never been on 
the list of terrorism sponsors. Iraq is currently under control of the same state 
that controls the above list. The sponsorship (and clients) of Cuba are trivial. 
The financial support for extremists coming from Saudi Arabia is murky and 
controversial. Before a terrorist enterprise can be adequately considered in 
international law, the notion of sponsorship must be refined, in international 
law, and in the laws and foreign policies of nations. 

Notions of sponsorship can be refined by considering what terrorists 
require to sustain a campaign, and where they can meet their requirements. 
A transnational terrorist campaign such as Al Qaeda requires three common 
requirements to transition from a group to a movement: a cadre of 
marginalized elites that rise to terrorism leadership, a discontented population 
that the elites can exploit, and weak or rogue states and sponsors that provide 
some kind of passive or active support.*' A terrorist campaign uses the human 
terrorist as its primary weapons platform, and this platform goes through four 
general phases of ‘development’ in its use: recruitment, training and 
indoctrination, planning and resources, and operational preparation and 
execution. Underlying all of these phases are common activities such as 
communications, security, financing, propaganda and ideology, weapons 
development, and even social support. For terrorism to develop into a 
lethal campaign (as opposed to a ‘one-off’ terrorist attack), these various 
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components of terrorism — agenda and goals, strategies and organization, and 
tools — must be supported by resources, and developed, coordinated and 
applied by terrorist leaders and sponsors. Resources include: 


¢ Rhetoric 

¢ Finances and financial systems or instruments 

¢ Territory or safe haven 

¢ Logistics and transportation of materiel or personnel 

+ Weapons and explosives 

¢ High technology including weapons of mass destruction 
« Diplomatic assets and protection 

* Specialized training and training bases 

¢ Intelligence support 

* Command and control with direct tasking for missions.” 


These resources come from sponsors, state or non-state. Sponsors can be 
private individuals or leaders such as Osama bin Laden, corporate-type 
organizations such as Aum Shinrikyo or Al Qaeda, or states. With some 
notable exceptions, the most dangerous and lethal terrorist campaigns cannot 
be conducted without increasing degrees of active state support.°? Never- 
theless, the notion of ‘state-sponsored terrorism’ is more complex than can be 
described by a simple list of rogue states. 

State support and resources can range across four overlapping categories, 
each with increasing support and control over the terrorist campaign: 


* Sponsorship or direction. The state actively controls and directs terrorist 
activities as an instrument of policy. 

* Support. The terrorists are not controlled by the state, yet the state 
encourages terrorist activities, and provides active support such as training, 
equipment, funding, and transportation. 

¢ Toleration. The state makes no effort to arrest or suppress terrorists, and 
may passively grant them moral legitimacy, although it does not actively 
support them. 

¢ Inaction. The state, because of political factors, legal restrictions or inherent 
weakness, cannot or will not prevent terrorist activity within its borders.** 


Thus, one might describe four types of states, according to their level of 
support to transnational terrorists: 


* Sponsor: the state provides substantial material support, e.g. command and 
control, training, weapons and documents. 
¢ Harborer: the state actively maintains a primarily permissive relationship, 
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providing varying active and passive support in safe haven, tacit support 
for smuggling or recruiting, or the benefits of corruption with organized 
criminal elements that assist terrorist logistics, communications, etc. 

¢ Hideout: the state maintains an indifferent or hostile relationship with the 
terrorist group, which enjoys a substantial presence on the state territory, 
but the state is unable to, or unwilling to risk the consequences of, 
disrupting or destroying the terrorist group. 

* Target: the state maintains a consistently and manifestly hostile stance 
toward the group, which considers that state as a target.> 


Thus, there is a continuum of sponsorship that states can afford a terrorist 
movement. As states are still the dominant actor in international law — and the 
only legal signatories of international agreements — states can impose 
accountability for varying levels of sponsorship of, or submission to, illegal 
NSAs. This can be done by instantiating tools — clauses, incentives, recourse 
to remedies, penalties, etc. — in international agreements that recognize and 
are responsive to a more complex continuum of potential sponsorship of illicit 
activity. Of course, as illustrated above, not all forms of sponsorship are 
voluntary, and some states (e.g. target states) can be powerless or 
constitutionally prohibited to cease their particular forms of support. 
International agreements should also provide incentives to minimize support 
to terror and strengthen governments to confront terrorism domestically. 

In addition to new tools for international law, there might be a requirement 
for significant change in institutions of international law, in order to confront 
sponsorship of terrorism. New tools of international law must be flexible 
enough to seamlessly address terrorism and sponsorship at the individual 
person, corporate or state level. This means that new tools of international law 
should be crafted in mind of the institutions that would adjudicate conflicts, in 
both civil and criminal law. For example, adjudications of violations of 
clauses — critical for more nuanced forms of sponsorship, but also applicable 
for blatant violations — can be conducted via mechanisms already in place for 
many international agreements (e.g. adjudication by the International Centre 
for Settlement of Investment Disputes). Other international agreements can 
provide for dispute and resolution by the International Court of Justice, 
including submitting to the advisory jurisdiction in matters involving 
corporations or non-governmental organizations. However, these measures 
would also want to leverage the tools of international criminal justice. 
This calls for new mechanisms of international criminal justice. At present, 
the only relevant international forum in existence — the International 
Criminal Court — has no subject-matter jurisdiction over terrorism, 
nor jurisdiction over corporations or associations. The ICC is not 
adequate presently to extend the criminal justice process to individuals or 
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non-state entities that might be sought for terrorist activities or sponsorship. 
This leaves a seam in the fabric of international institutions to fight terrorist 
sponsorship. 

New tools of international law must be incorporated in instruments of 
international discourse that lie beyond traditional security-related agreements 
such as anti-hijacking conventions and security alliances. They must be 
ingrained throughout the principles, processes and structures that underlie 
every sector of international relations — diplomatic, economic, technological, 
even environmental. In a seamless international economic system, transna- 
tional organized crime corrupts seamlessly. More dangerous, the global war 
against terrorism is a war of globalization, and every international agreement 
and instrument that propagates globalization must include a declaration of 
alliance in this war, in addition to real tools that hold the agreement’s 
mechanisms and measures to the accountable pursuit of globalization. 
Al Qaeda’s agenda is not about Palestine or American troops in Iraq or even 
Osama bin Laden and Ayman Zawahri — it is about the credibility of a way of 
life that is an alternative to peace, democracy, globalization and free trade. 
Like globalization, this war affects every aspect of the international 
community. As such, every aspect of the international community must be 
enlisted to fight terrorism. 

These prescriptions are idealistic, but not impossible, and can overcome the 
notorious “political exception’ issue, which has undermined international anti- 
terrorism conventions in the past. In this unique juncture of human civilization, 
globalization overcomes a historical obstacle in international cooperation 
against terrorism. Enforcing distinctions and definitions of ‘terrorist’ activity 
has been fraught with political ambiguities in the past, such as might undermine 
international agreements that proscribe such activities. During the 1970s and 
1980s, many international agreements and initiatives were undermined by the 
cliché ‘one man’s terrorist is another man’s freedom fighter’. 

The international system has moved beyond these obstacles. First, these 
obstacles may have been relevant when the globe was divided by the polar 
ideologies of the Cold War, and industrialized societies of the world were 
divided between democracy and communism. However, this is no longer a 
compelling justification to ignore international antiterrorism responsibilities — 
as the anarchists of the early twentieth century were not offering a viable 
alternative to the interests of the industrializing members of the global 
community, neither is the early twenty-first-century movement represented by 
Al Qaeda offering a viable ideological alternative to the interests of the 
globalizing members of international society. Second, Al Qaeda does not 
purport to offer an alternative way to join the international community — this 
war of globalization is not about different ways to globalize, it is about 
whether to globalize. In this context, the process and substance of recognizing 
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terrorist activity and support — and adjudicating complicity — is removed of 
many of the political ambiguities and opportunities for vacillation that marked 
antiterrorism during the 1970s and 1980s. There will always exist the specter 
that signatories can use terrorist allegations as political leverage, rather than 
genuine efforts to fight terrorism. However, complicity can be evaluated 
within many of the adjudicative or dispute resolution mechanisms inherent in 
existing international political or economic agreements. 


CONCLUSION: CRAFTING TOOLS FOR INTERNATIONAL LAW 


There are two challenges to international law: recognizing illegitimate NSAs 
as enterprises and enforcing accountability of sponsorship. International law is 
struggling with recognizing and dealing with legitimate NSAs as enterprises, 
and many lessons can be learned about how to focus on minimizing the 
influence of transnational networks, especially when no one seriously doubts 
the illegitimacy of those networks. However, solutions garnered from dealing 
with legal NSAs will not necessarily apply across the board, especially in the 
area of accountability. Solutions to holding legitimate NSAs accountable, 
such as inviting them to the table, do not apply to illegitimate NSAs when they 
want either to corrupt the table or blow it up altogether. 

This illustrates the second challenge to international law with respect to 
illegitimate NSAs: enforcing accountability. By considering the role of state 
sponsorship of these networks, international law might develop more powerful 
tools in holding accountable those individuals, corporate entities and states 
who provide illegal networks with enabling support. Focusing on the role of 
the state is, of course, a much more manageable question of international law. 
There are important questions regarding NSAs as instruments of state power, 
and whether they are open to influence, as one influences their patron states 
(this is a converse to the influence of NSAs on state actions). Many 
international NGOs are more directly dependent on the ‘state world’ than they 
would admit.*° This is certainly the case with terrorism: as stated above, if a 
terrorism campaign is to be successful as a significantly deadly organization 
(and thus a significant potential influence on the international order), it 
requires some sort of support by states, especially real estate for training. 

Holding state sponsors accountable requires more sophisticated tools — 
economic, political and diplomatic — than rogue state lists and UN Security 
Council resolutions. There must be more responses to terrorism than 
extradition and military attack. Forms such as the World Trade Organization, 
International Monetary Fund and regional trade blocs — not traditional forms 
for security issues — provide a fertile ground for considering new instruments 
to hold states and even multinational organizations accountable for varying 
and complex levels of terrorist sponsorship. Economic agreements and trade 
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pacts can be crafted with a similarly nuanced awareness of the complexities 
of terrorism sponsorship and need for accountability, and international 
agreements can be directly tied to concerns of sponsorship of terrorism. For 
example, bilateral trade agreements can include statements of anti-terrorism 
principles, and even provide recourse if a state provides specific kinds of 
succor to terrorist groups. International law that seeks to regulate 
transnational networks without considering the role of state patrons will 
simply offer criminal states new entrepreneurial opportunities to develop or 
provide forbidden goods and services to those on the wrong side of the 
international community.*’ 

Finally, international law offers a tool in the struggle for credibility in the 
Globalization Age. International law is a canon of common values. Power and 
influence have changed and shifted, but power also includes the means of 
projecting it. Two things can affect the ability of an entity to project power and 
influence outcomes: its legitimacy in the eyes of its own constituents, and its 
credibility in the eyes of others. The legitimacy of Al Qaeda’s social 
alternative is not as controversial to lawyers in Washington DC lounges as it to 
impoverished youths in Gaza slums. International law can challenge both the 
legitimacy of an extremist worldview and its credibility as an alternative to 
world order. 

International law offers the advantage of persistence over agility in the 
struggle for credibility. The community of states and legitimate NSAs will 
always be disadvantaged compared to the agility of terrorist and criminal 
networks to manipulate the media and ‘cue’ populations to information. As 
discussed before, this agility is an advantage in a struggle for credibility, 
which can eventually establish illusions, if not realities, of legitimacy. 
However, a common, persistent baseline of values is also important to the 
struggle for credibility — an advantage international law gives to states. The 
ability of any human endeavor to sustain a collective effort depends as much 
on moral as material factors. International law is more than the rule schema for 
state behavior in the international system — it is, at its best, a persistent, 
normative expression of legitimacy in the international system: the values and 
priorities shared among the states, and their collective vision for the character 
of the international system. Both roles of international law are critical in 
fighting the war of globalization against Al Qaeda’s brand of extremism. 

This persistence must pervade the international legal framework to be 
effective at winning credibility. Every international initiative — regardless of 
how far removed from security concerns — should be directly linked to 
promoting values of democracy and free flow of trade and ideas, while 
undermining the legitimacy and credibility of despotism and the violent 
culture of values that transnational terrorist movements propagate. It will not 
be enough to generally espouse peace as a component of trade and tourism. 
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Economic agreements, foreign direct investments, collaborative scientific 
research, trade pacts, developmental grants, agricultural programs, edu- 
cational initiatives — all must link goals and objectives to the credibility of 
democracy, accountability for sponsorship of terrorism and the de-legitimiz- 
ation of specific extremist agendas. Connecting the moral poverty of specific 
terrorist actions and agendas to global networks and their state sponsors is 
critical to minimizing their influence, promoting the legitimacy of 
globalization and credibility of its benefits, and offering a peaceful, 
prosperous and democratic alternative of world order to globalization’s 
malcontents. 
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